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Figure 1. Hype Cycle for Emerging Technologies, 2018
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Figure 1. Hype Cycle for Emerging Technologies, 2016
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IoT Market, 2020
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mode P
P => &7} 7| (Public Key)
a, b => 7§ Q! 7|(Private Key

Copynght @SangZee Lee

ot S (Encryption)/S= 2 (Decryption)

1350664 1086599522334960321
62788059699388814 756066670
2752448514385152651 0604859
53383394028715057190944179
82072821644715513736804197
(03964191 743046496589274256
239341020864383202110372958
T257623585096431 10564073501
508187510676534629206563685
520475213500852879416377328
533006100750544334999811150
056977236890927563

A %=(Prime) ?
&Hd4=(Composite) = xy ?




S}i A| &4~ SHA(Secure Hash Algorithm) AT

- —  — Hash Funciion & Hash
Hash &4 ¥ Y m : Value' | _

il S Buj Al U
L > YoMLY g | | HAESE A 00%a
X SHA-1_ Y 2°%: 10,000
S— (¥)
W A

w2 {X)

o SHOM @20 S YT AUS HPU o= FUUNM TAIS M5t
EA2 ISP NS OB e us AUE DY B

L= AR L}
o BEUVE2 0[2) AT UOIHIES)| 00| FY. BE FUUL 22 Dol w2 ua? | | gugezad O (oo
o YEX2| 29, 52 XS FHYE USOH: BER A8 =it )
o Hashcashi 160U1E SHA-1, UIE OIS 256U1E SHA 28 Ai® ' s 24 (X') Lk
A BHAE016), HIET AL AY31E 220 22| R B UTROIA), ISR P, 76 2L Organic Madia, Lab
SEY IS FERAE PEYGEFUZE IR O
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SHA-256 kAT

SHA-2%6 hash calcilator
DO e O «

= SHA-256 hash calculator
SHA- 256 produ ph ) TSR (B2 Bt M dh valug

o OECED P (B0 «

SHA-256 prioduces 2 2550t (32-bvtej bash value,
Data

The 544 (Secune Hash Alacrithm) is one of 3 number of crvptoarachic hash functiens. & crvetoarachic hash is lks a
signature for atect or 5 data e, SHA-256 algorithm gensrates an aimost-unique, fixed size 255-bit (32-byte) hash,
ash (s 3 one way function - it cannot be decrvpted back, This makes it suitable for password validation, challznge hash
ﬁﬂ'.l.w Y authentication, antl-tamper, digtal signatures

9 fitatE

Cabnuiabe SHATIE hesh

SHA-256 hash calculator
T

SHA-Z56 [rockves 3 15608 (13- hash daive
Data

Ths $es (bmase Hah Algrthen m
SHA-256 hash
|lasemsmenssissenananapsn i npennmon |

Calculate SHA255 hash

SHA-X56 Btk

Cahiubae $HADSE faaty
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70917 | (private key)/2 7] 7| (Public Key) =t

[Public Key Encryption]
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=E 1 S5 X Q! (Block Chain)

O bitcoin
SN EEHQ
ER(block) : H R U (block chain) :
o HIED0I 2R 108 TPIE SR A0 F HF0| o M2 BRO| 25 0{0{A AR, SUYTZ| YOiHt 2F
L= o9 HIE R0 227} AT o2 7| 85! B,
. JSONSIERE 0|8 o 4EQIN0| DGO LIR0| Al SN ZSUY
o L [
Co +——
. (T  SS
e Lo ——F
. .
o
105 e
=Y

@

JavaScript Object Notation (JSON) is an open-standard format that uses human-
readable text to transmit data objects consisting of attribute—value pairs
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SE1} EE 4| QI (Block Chain)

Esscitsjeieict- 28y 4 G

Block 100 Block 101
N \

\ :
\ X

HAZSE ) W99 sl rooyes | sHA256 ¥ %100 M4 ] SHA256 ) N®101 M
/'/

)
I

o 382 |
Dayhand 39PN+

/ i 1] T e T T
#4100 payad M ' L_V/ E%101 payoad ML L_l / E%102 payloaa 4
/|| EN02geyioen e

+/
'%mh\F_ Hash Hash

payload

2R

« J82 US2 oavioad Heleiol WEACIol B2
o 3= U89 ¥

« payload2| &4{7} sicio] 2&
« MY SN AUKMT 2 (payload)F 24t 8

E4: @HAQ016), HIETAQ 7[¥7|E SSHAL H2]  swrw v o
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1t EEKH|Q! (Block Chain)

=
X S H(POW, Proof-of-Work) : X = (Mining)

Block #316447

[Bitcoin Mining Step]

O g5 By
(Previous Block Hash)

s g Ay | ||~
(Transactons) e o

ole =t e
(Nonce) ‘x,— Orpne Medn L2 2014 e ()

Transactions

REOZ Sy Y —
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INEOR 1 113 8E
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EH| Q! (Block Chain)

H%% H(POW, Proof-of-Work): X = (Mining)

X-Hashcash 2|

P
Xa

1:20: mmemmcymmm.om MchbZJh!KXuS?M FOVXX

FEWI2

e By

o Counter
« “UY0| i) " § 12| 18 counterlo] U8
o SRR FO counterd! BEE £ 12 28 ARIE B716101 (R LelE@ Y
Fi710f) 22000 %= Y7} L8 S0X] Hash AL 9%
¢ Random
- WS HHU VY O|8F A (fi SUCI2 HYl B2 HHUS ¥
o W g RO 0j0] P el de!

FA: B4 2(016), VIERAS| (8718 BENYU A2 seon o
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B8 27| a4
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X e 20|
LS L HOrIA B
block 0 :
b
....I.'.l..
ROl —e — Yol
HEAB NP BE
YLCE MM U BRE ¥rEes ¥} § R
ue § e 9! N AR
mepM 748 2 BReR S o] ¥y
UEE NS FHoR 82
2} Lo 0|°)F SchSish= WY
B8 MR 2F WXISY Aoy
G s

EXN: BHHE(016), BIEAAQ] 7|75, SEH A Ha|
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=E 1} 25 4|2l (Block Chain)

[Why Bitcoin is a Network)
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ol 28S
BltCOln Isa L'nk | TR LS X
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/ \ P ONY MY
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n) 87
Qrganic Meda Lab. 2014 (4 A7)
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<—| 2 (mining) ?

=4USE
: (Proof of Work)

Za201M

HIETS! 04

A= xE
SRRSO
HIET XA
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¢ H = Cff 2 Update@ ot B &2 O FHL| =

A0 ChSSt= EENQ HFHUE #F

o

Proof-of-work e

2AB2

7|l&X

Proof-of-stake
XEEY

Tamper-resistant

ULES

Consensus-by-bet
23508 O3+ o

Trust
us]

Membership
SIMNA

M3I/HEY
e
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FIVE TRANSFORMATIONS FOR A PROSPEROUS WORLD

. Protecting rights through
immutable records

. Creating a true sharing economy

. Ending the remittance rip-off

. Enabling citizens to own and
monetize their data (& protect
privacy)

. Ensuring compensation for the
creators of value
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$1.5 to $2 billion
$80 to $120 million

$1 to $2 million

What does a cyber weapon cost? $300 to $50,000
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DDoS (Distributed Denial-of-Service attack)
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"Smart Security”

will require Embedded Networked Intelligence
in ALL fiture IoT devices
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Intelligence To The Rescue,

[Fobes 2017.1.8]

a4 v oo &

#21l Lee KyungSang

M 'S Of 27 =F s

Q= XASE AtojH PIEE 275 BEo2 &lof /45315 Y
ABXS ZEY HE 2/t TjofLt ZF AP/ S0 LhPF Cf +E

S =& AR {A| xHE 2ROl ALR|H ot E2X|

0] = DARPAC| QUK+ Tt
H2|8 0% 23 WAK|

Yo o2
Boston Dynamics

Aol QlT g APEO) ZXI% D, HAH
Oj2ho] ZHES ool ALt 22l

—n
10}

H

A JZ
&

2




X{tCl-S O|2f H=F KAIST

flSct d2oM A0EE FIS T H S 0| 8310] 9X| ZE|0|

" A2 S AR Hof M35

@ Fasltion @cPosition
SNS 71| E(FIE/H| £/EQIE) HE X| £2| X|/GPS LjH| A 0| M

Ks8| s GPS ZoH

/,."
/
. -

: T — =
— i
KAIST
P ELCEE, KaisT
__ XMIcH #of A|AE): Block Chain _

EEH 212 (20| UAZHE MO(O|A 2 EUHO 24 X{EE BE0| 00|
BN AN sHoE SR 4 USE ot 8o 48 ¥n2lF

Ouyayer OusHayes
A7} B &3 § Block 44 oo WK ¥

.

O=Ey0piny OavuERs’e O
Hewel efgy 4 HRMOOf A M a3 eR
& - (718 2% B7te)

P P I

21l Lee KyungSang

_42_



XHLiCH2 O] 2 & 2k KAIST

_AIBIOHH B3 AILI2]R: 2017 - 2040

7|@e WA ALS|QHH ofRol HEtetA|of w2t 3THA AlLte|e F=T
MEE AlLIZ|22] FTE 512 A|ZHo| Ha s Asjo &

e Scenario 2020 — IoT £2/ 2tof 4/ A 22/
: M JoTo| £ 22| 9 +A| , Cyber & Physical Cf Ot OF

e Scenario 2025 — x}7/ XI2}& Btoj4 7 B2/
P EAIZ QAT Bile g Zlg Ab| TRt HA A=

e Scenario 2040 - A/ZF 2 L E8/T BlojA# 2t/

P SR WEEG AL YB A5 7B AET HERD A5

Copyright @SangZee Lee

TN S 0] 2 7 2 st

OHIOIAIS] ADLE XITES ALS| kR

Qb 43 38Y

& xp7| B oMY

371 UE fiT 2T BB
-2500}2| o| o] 2%

HAIZH A FnAaY
«Aboro] AN X&7ts 4E
-Ho| gol Ze F=

The Sociable Weaver Bird (| #|%&+= Af)
"World’s largest Bird Nests”
*** Southern Africa ***
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The best way to predict the future is to invent it.
- Alan Kay -
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